OHIT/ILHIE Authority

A survey was done of all 50 states” HIE websites for policies, procedures and data sharing
agreements that contained breach notification provisions. The links below comprise those
publically available documents used as best practices to complete the matrix created for the
Breach Response Protocol Work Group:

National Level HIE:
DURSA: http://www.healthewayinc.org/images/Content/Documents/Application-
Package/2011.03.05-restatement-i-of-the-dursa-final.pdf

Policies and Procedures: http://healthewayinc.org/index.php/webinar-to-review-ehealth-
exchange-approved-operating-policies-and-
procedures?highlight=YTozOntpOjA7cz020iJwb2xpY 3kiO2k6MTtzOjM6ImFuZCl7aToyO3M
6MTAGINBvbGljeSBhbmQiO30=

ONC Pilot Agreement:
http://www.healthit.qov/sites/default/files/ioa 4 final rpt app e 508.pdf

State HIEs:

Alaska: http://ak-ehealth.org/wp-content/uploads/2.601-Breach-Notification-Procedure.pdf

Arkansas:
http://ohit.arkansas.qov/SiteCollectionDocuments/SHARE%20Security%20Framework%20v.1.0

-pdf

Connecticut:
http://www.ehealthconnecticut.org/LinkClick.aspx?fileticket=rnjji59yKOk%3d&tabid=75

Delaware: http://www.dhin.org/sites/default/files/DHIN-Requlation-on-Participation.pdf

District of Columbia:
http://dhcf.dc.gov/sites/default/files/dc/sites/dhcf/publication/attachments/DC%20HIE%20POL
%20%20PRO-FINAL%2011-27-12 0.pdf

Florida:
https://www.florida-hie.net/FilessDSM/FHIE General Participation Terms and Conditions.pdf

lowa:
http://www.iowaehealth.org/documents/cms/docs/Privacy Docs/IHIN Privacy Policies.pdf;
http://www.iowaehealth.org/documents/cms/docs/Privacy Docs/IHIN Security Policies.pdf

Kentucky:
http://khie.ky.gov/nr/Documents/Policyl15NoticeofPrivacyBreach6152011.pdf;
http://khie.ky.gov/inc/Documents/Participation%20Agreement%20Hospitals%20.pdf
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Mississippi: http://www.ms-
hin.ms.qov/Sub/MSHIN%20Documents/breach%20 assessment procedure6-2012.pdf

North Carolina:
http://www.ncdhhs.gov/healthit/exchange/legal/NCHIE Comparison Result-Draft-First-Set-NC-
PrivPolicies 050611.pdf

New York:
http://nyehealth.org/wp-content/uploads/2012/07/Privacy-and-Security-Policies-for-
RHIOS v2.2.pdf

New Hampshire:
https://nhhio.org/sites/nhhio.org/files/media/NHHIO%20Exchange%20Participation%20Agreem
ent%205.17.pdf;
https://nhhio.org/sites/nhhio.org/files/media/NHHIO%20Exchange%20Participation%20Agreem
ent%205.17.pdf; http://www.nhhio.org/sites/nhhio.org/files/media/ADDENDUM%205%20-
%20BUSINESS%20ASSOCIATE%20AGREEMENT .pdf

Ohio:
http://www.clinisync.org/public/images/stories/CliniSync%20Policy%20Manual%20Full%2003
0813.pdf

Oregon: https://www.careaccord.org/docs/CareAccord-Organizational-Participation-
Agreement.pdf

Rhode Island:
http://www.currentcareri.org/matriarch/documents/CC13%20CurrentCare%20Notification%200of
%20Breach%20Policy%20v.11.12.pdf

South Carolina:
http://www.healthlawyers.org/Events/Programs/Materials/Documents/Fraud11/papers/506-
606 _jolley participationagreement.pdf;

http://www.schiex.org/SCHIEXx docs/SCHIEx Policies Procedures 032713.pdf

Vermont:
http://www.vitl.net/sites/default/files/documents/HIE/SEC005%?20Privacy%20and%20Security.p
df; http://www.vitl.net/sites/default/files/documents/HIE/SEC005-
1%20Privacy%20and%20Security%20Events%20Procedures.pdf

West Virginia:
http://www.wvhin.org/App Media/assets/doc/wvhin/policies/Breach Notification 4212 Draft.p
df
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Breach Notification Best Practices: Policies, Procedures, and Participation Agreements

Breach Notification ILHIEA CIHIE E-H/DURSA ONC Pilot
By Agency: Recipients: P, OP, OAP P/OAP pP/OP P/OP NA
By P: Recipients: HIE, P, OP, OAP HIE/OAP HIE/OAP HIE/OAP OAP
Timing (in Days) 10 NA 1 H Alert; 24H Not ASAP
Cost Reimbursement Fault NA NA NA
HIE Coordination Yes Yes Yes NA
Sec. Incident Investigation (Breach Determination)

Responsibility of HIE or Participant (Contract) Both Both Both Participant
Timing HIPAA HIPAA 1 H Alert; 24 Not ASAP
Cost Reimbursement Fault HIPAA HIPAA HIPAA
Patient Notification

Responsibility of HIE or Participant (Contract) HIE HIPAA HIPAA HIPAA
Timing HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement Fault HIPAA HIPAA HIPAA
Gov't Notification

Responsibility of HIE or Participant (Contract) HIPAA HIPAA HIPAA HIPAA
Timing HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement Fault HIPAA HIPAA HIPAA
Media Notification

Responsibility of HIE or Participant (Contract) HIPAA HIPAA HIPAA HIPAA
Timing HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement Fault HIPAA HIPAA HIPAA
Mitigation

Costs Assumed by: HIE/Participant/Fault-Based Fault Fault HIPAA HIPAA
KEY

P=Participant; OP= Other Participant;

Fault = Notification/Obligation costs fall on the party at fault

OAP=0ther Affected Participant;

HIPAA=No express contract, policy, procedure provision, HIPAA applies as default.
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Breach Notification Best Practices: Policies, Procedures, and Participation Agreements

Security Incident Notice AK AR CcT DC DE
By Agency: Recipients: P, OP, OAP P/OAP NA P/OAP P/OAP NA
By P: Recipients: HIE, P, OP, OAP HIE HIE HIE/OAP HIE/OAP oP
Timing (in Days) NA 24 H ASAP P: ASAP; HIE - 10 | 48H Alert; 5-Not
Cost Reimbursement NA NA HIE NA P
HIE Coordination Yes Yes Yes Yes No
Incident Investigation (Breach Determination)

Responsibility of HIE or Participant (Contract) Both HIPAA Both HIE P
Timing NA HIPAA ASAP 72 Hours 5 days
Cost Reimbursement NA HIPAA HIE HIE P
Patient Notification

Responsibility of HIE or Participant (Contract) HIE HIPAA Both HIPAA HIPAA
Timing <60 HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement HIE HIPAA HIPAA HIPAA HIPAA
Gov't Notification

Responsibility of HIE or Participant (Contract) HIPAA HIPAA Both HIPAA HIPAA
Timing HIPAA HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement HIPAA HIPAA HIPAA HIPAA HIPAA
Media Notification

Responsibility of HIE or Participant (Contract) HIE HIPAA HIPAA HIPAA HIPAA
Timing <60 HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement HIE HIPAA HIPAA HIPAA HIPAA
Mitigation

Costs Assumed by: HIE/Participant/Fault-Based HIE HIPAA Fault HIPAA HIPAA
KEY

P=Participant; OP= Other Participant;

Fault = Notification/Obligation costs fall on the party at fault

OAP=0ther Affected Participant;

HIPAA=No express contract, policy, procedure provision, HIPAA applies as default.




OHIT/ILHIE Authority

Breach Notification Best Practices: Policies, Procedures, and Participation Agreements

Security Incident Notice FL 1A KY mMS NC
By Agency: Recipients: P, OP, OAP P, OAP P/OAP P P/OAP P, OAP
By P: Recipients: HIE, P, OP, OAP HIE, OAP HIE NA NA NA
Timing (in Days) 2 7 24H Alert/5 Notice 60 HIPAA
Cost Reimbursement Fault Fault No None HIPAA
HIE Coordination No Yes No No No

Incident Investigation (Breach Determination)

Responsibility of HIE or Participant (Contract) Both Both HIE HIE NA
Timing 2 days NA 5 Commence <7 NA
Cost Reimbursement Fault Fault HIE HIE NA

No Indem of P

Patient Notification

Responsibility of HIE or Participant (Contract) HIPAA P HIPAA P HIPAA
Timing HIPAA HIPAA HIPAA 60 HIPAA
Cost Reimbursement HIPAA P HIPAA P HIPAA

Gov't Notification

Responsibility of HIE or Participant (Contract) HIPAA HIPAA HIPAA P HIPAA
Timing HIPAA HIPAA HIPAA 60 HIPAA
Cost Reimbursement HIPAA HIPAA HIPAA P HIPAA

Media Notification

Responsibility of HIE or Participant (Contract) HIPAA HIPAA HIPAA P HIPAA
Timing HIPAA HIPAA HIPAA 60 HIPAA
Cost Reimbursement HIPAA HIPAA HIPAA P HIPAA
Mitigation

Costs Assumed by: HIE/Participant/Fault-Based P Fault HIE HIPAA HIPAA
KEY

P=Participant; OP= Other Participant; Fault = Notification/Obligation costs fall on the party at fault
OAP=0ther Affected Participant; HIPAA=No express contract, policy, procedure provision, HIPAA applies as default.




OHIT/ILHIE Authority

Breach Notification Best Practices: Policies, Procedures, and Participation Agreements

Security Incident Notice NH NY OR RI SC
By Agency: Recipients: P, OP, OAP HIPAA P/OAP P/OAP P/OAP NA
By P: Recipients: HIE, P, OP, OAP HIE HIE HIE NA HIE
Timing (in Days) Promptly Expedient Expedient NA 48H; Upd. 20H
Cost Reimbursement Fault P NA HIE NA
HIE Coordination No Yes Yes Yes Yes
Incident Investigation (Breach Determination)

Responsibility of HIE or Participant (Contract) Both HIE Both HIE HIE
Timing Promptly Expedient 30 NA NA
Cost Reimbursement Fault HIE NA HIE NA
Patient Notification

Responsibility of HIE or Participant (Contract) P HIE or P Both HIPAA P
Timing HIPAA HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement HIPAA HIPAA HIPAA HIPAA HIPAA
Gov't Notification

Responsibility of HIE or Participant (Contract) P HIPAA P HIPAA P
Timing HIPAA HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement HIPAA HIPAA HIPAA HIPAA HIPAA
Media Notification

Responsibility of HIE or Participant (Contract) P HIPAA P HIPAA P
Timing HIPAA HIPAA HIPAA HIPAA HIPAA
Cost Reimbursement HIPAA HIPAA HIPAA HIPAA HIPAA
Mitigation

Costs Assumed by: HIE/Participant/Fault-Based Fault HIE HIE HIPAA HIPAA
KEY

P=Participant; OP= Other Participant;

Fault = Notification/Obligation costs fall on the party at fault

OAP=0ther Affected Participant;

HIPAA=No express contract, policy, procedure provision, HIPAA applies as default.
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Breach Notification Best Practices: Policies, Procedures, and Participation Agreements

Security Incident Notice VT wv HIPAA

By Agency: Recipients: P, OP, OAP P,OAP P/OAP P

By P: Recipients: HIE, P, OP, OAP HIE HIE HIE /(OAP)
Timing (in Days) 10 PA8H; HIE30 60

Cost Reimbursement NA No NA

HIE Coordination Yes Yes NA
Incident Investigation (Breach Determination)

Responsibility of HIE or Participant (Contract) HIE HIE Both
Timing <30 days HIPAA 60

Cost Reimbursement HIPAA HIPAA HIPAA
Patient Notification

Responsibility of HIE or Participant (Contract) P Fault P or HIE
Timing 60 60 60

Cost Reimbursement P HIPAA Notifying Party
Gov't Notification

Responsibility of HIE or Participant (Contract) P Fault P or HIE
Timing 60 HIPAA 60

Cost Reimbursement P HIPAA Notifying Party
Media Notification

Responsibility of HIE or Participant (Contract) P Fault P or HIE
Timing 60 HIPAA 60

Cost Reimbursement P HIPAA Notifying Party
Mitigation

Costs Assumed by: HIE/Participant/Fault-Based All Party Plan Fault Both

KEY

P=Participant; OP= Other Participant;

Fault = Notification/Obligation costs fall on the party at fault

OAP=0ther Affected Participant;

HIPAA=No express contract, policy, procedure provision, HIPAA applies as default.
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